1. Abstract of Research Work
Digital Identity

When we access to Internet site as a social network, uploading pictures there, or
registering our travel information by example, we are making visible to other
people our preferences like interests, locations, friends; leaving information and
footprints that characterize our identity, preferences and behavior.

Government systems actually are harvesting data about us, like taxes, police and
migration records, also records obtained from credit cards or shopping invoices,
moreover they concentrate medical or records of documents as identification,
passport, driver license, or social security number by example. All information
could be interchanged across the Internet, putting in risk our privacy, sharing
these confidential data.

When we associate our personal information in a global context en Internet,
taking our data from government systems, social networks, banking records,
shopping records as buying preferences, Internet navigation preferences, and
more; we are constructing a Digital Identity of an individual person.

The goal of this research project consists in a proposal of a technical approach to
solve the problem related before.

The research project will contain the study, analysis and technical proposal with
the following aspects:

. Systematic review of the work made before.

. Proposal of privacy solution

. Architecture of the reference model

. Interoperability reference model for Digital Identity

Keywords: Digital Identity, Privacy, Confidential Data, Information harvesting,
Data Interchange

2. Field of Study: Information Security
Information security is the practice of defending information from unauthorized
access, use, disclosure, disruption, modification, perusal, inspection, recording or

destruction.

Information assurance is the responsibility of IT security specialist and is the act
of ensuring that data is not lost when critical issues arise.

Some of the most common threats today to avoid information assurance are
software attacks, theft of intellectual property, identity theft, theft of equipment

or information, sabotage, and information extortion.

Identity theft, related to extortion by example, is the attempt to act as someone


http://en.wikipedia.org/wiki/Information
http://en.wikipedia.org/wiki/Data

else usually to obtain that person's personal information or to take advantage of
their access to vital information.

Governments, military, corporations, financial institutions, hospitals and private
businesses harvests and saves a great deal of confidential information about
their employees, customers, products, research and financial status. Most of this
information is now collected, processed and stored on electronic computers and
transmitted across networks to other computers.

For the individual, information security has a significant effect on privacy, which
may concern CIA (confidentiality-integrity-availability) principles:

e Access control: Access to protected information must be restricted to
people who are authorized to access.

o Identification: is an assertion of who someone is.

o Authentication: is the act of verifying a claim of identity.

e Authorization: After a person, program or computer has successfully
been identified and authenticated then it must be determined what
informational resources they are permitted to access and what actions
they will be allowed to perform.
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separately and pay the applicable registration fee, only if they also plan to
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e An accepted paper will only be published in the proceedings if at least one
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[JISS is published 4 times in a year. Original research results, applications,
implementations, scientific reviews and short communication notes in
information security science and technology are considered for publication.
Manuscripts previously published in another journal are not accepted.
Manuscripts with a suitable balance of practice and theory, pure theory or
applications are accepted.

A review article is expected to give in-depth information and satisfying
evaluation of a topic supported with an extensive list of sources.

Short communication notes are also accepted to share the first outcomes of
researchers' on-going original research work.

The 1JISS currently has an acceptance rate of 32%.EBSCO, DOA]J, Index
Copernicus, Google Index have indexed the IJISS.

Each of submitted manuscripts is reviewed at least two reviewers. The period of
revisions is at most two months.

As part of the submission process, authors are required to check off their
submission's compliance with all of the following items, and submissions may be
returned to authors that do not adhere to these guidelines.

e The submission has not been previously published, nor submitted to
another journal for consideration (or an explanation has been provided in
Comments to the Editor).

e The submission file is in PDF, OpenOffice, Microsoft Word, RTF, or
WordPerfect document file format.

e Where available, URLs for the references have been provided.
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underlining (except with URL addresses); and all illustrations, figures,
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If submitting to a peer-reviewed section of the journal, the instructions in
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Organization: GAZI UNIVERSITY


http://www.ijiss.org/index.php/ijiss/about/submissions#authorGuidelines
javascript:openHelp('http://www.ijiss.org/index.php/ijiss/help/view/editorial/topic/000044')

Journal #2

Name: Journal of Information Security
Acronyms: JIS

URL: http://www.scirp.org/journal/jis
Paper submission deadline: NA
Submission procedure:

Papers submitted to Scientific Research Publishing must contain original
material. The submitted paper, or any translation of it, must neither be
published, nor be submitted for publication elsewhere. Violations of these rules
will normally result in an immediate rejection of the submission without further
review.

Contributions should be written in English and include a 100-300 words
abstract. SCIRP's journals usually welcome the following types of contributions:

e Original research articles
» Review articles, providing a comprehensive review on a scientific topic

All manuscripts and any supplementary material should be submitted via
SCIRP's Paper Submission (and Manuscript Tracking) System (PSS) at
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reviewers (finished no more than 4 weeks after preliminary review). The
decision letter is sent to the Corresponding Author to request an adequate
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